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FORUM SCHEDULE



The space_cyber sector is rap|d|y Since its launch in 2023, the Forum has hosted over

\ : . 60 national and international speakers and around
emerging as a key technological domain, 500 participants across three editions, establishing

attracting researchers, businesses, itself as a leading global event alongside CySat
and public institutions across civil and (Paris) and Space-ISAC (Colorado Springs).
,defence flel,ds' Dnve,n by ,ac_jvance,s The 2026 edition is in line with previous editions,
in Al, machine learning, digital twins, featuring over 30 speakers who will engage
and quantum technologies, the market on emerging technological and policy topics,

's projected to grow from US$4.5 Zector and Supporting e arowt of Austalias
bI||IOI’.1 in 2024 to US$7 b'”"?”_ by 2929’ space-cyber ecosystem through discussion,
creating demand for 4—6 million skilled knowledge-sharing, and the exchange of global
professionals worldwide. best practices.

DAV 1 WORRSHOP oo i hdaee "

Theme—Designing and Securing The Technical workshop will focus on developing

practical skills through hands-on activities,
Space systems for now and the future. emphasizing experiential learning over theoretical

instruction. Building technical capability by
educating the next-generation workforce has
become a key priority in this critical phase, as
we increasingly recognize the vulnerabilities of
strategic assets such as space.

8:30 - Start

Daniel Floreani, CyberOps — Welcoming and Introduction
Cole French, RRATOS - US Space Cyber Activities
Shena Howvell, Shoal - The Australian space legislation and the security of satellites

Henry Lau, SAAB - Assessment & Authorisation of a Space Mission System for Government or
Defence Use, A Real Life Example.

Peter Holliday, Defendable Tech. - Applying Cross Domain Solutions in Space Systems to aid in
secure information sharing and system accreditation

Brett Burford, Jim Labilles, CyberOps — RF and Cyber Simulators for Space Incident Management
and Training

12:15—13:00 - Lunch Break

€rin Miller Space ISAC - the S-ISAC is running space cyber architecture table top exercises where
participants work in teams to develop novel security architectures to solve three separate challenges in the
ground and space segment.
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Theme—Educating the Future Workforce:
How Australian Universities Are Shaping the Skills of Tomorrow

Australian universities are central to developing learning, and improved research translation—is
Australia’s future workforce by combining essential to align education with national priorities.
STEM education in areas such as space, Al, Strategic investment should strengthen sovereign
cybersecurity, and advanced manufacturing capabilities in defence, cybersecurity, space, and
with critical transferable skills like adaptability digital infrastructure, while maintaining international
and ethical leadership. Stronger collaboration partnerships. Overall, universities are actively
between universities, government, and industry— shaping Australia’s long-term economic resilience,
through co-designed programs, work-integrated competitiveness, and national capability.

18:30—21:30 - Networking Dinner
30min Dinner Panel:

Prof. Rodrigo Praino - (Flinders University) - Moderator

Prof. Matt Warren — (RMIT University)

Prof. Rate Ritagawa - (La Trobe University)

LTCOL Cameron Porter — Adjunct Senior Lecturer in Space Strategy at UNSW Canberra Space.
Prof. Rathryn Robison — (Sydney University)



DAY 2 SYMPOSIUM Gentre Panorarma Rooms

08:00 - Registration

08:30 Opening Reynote Session — MC Paula Oliver CyberOps

08:35 — Hon. Chris Picton MP, Minister for Defence and Space Industries
08:45 - Dr. Enrico Palermo, Head of the Australian Space Agency
08:55 — Brigadier Hamish Ashman, Director General Space Capability, Joint capabilities group ADF

09:05 - Jean-Luc Trullemans — Head of the European Space Security and Education Centre
(ESEC) — ESA-ESEC -Redu Belgium (EU)

09:20 - Dr. Kymie Tan NASA-JPL Pasadena USA
09:35 - Frank Backes, Founder and President of Space ISAC USA
09:50 - Jessie Hill Student at the Flinders University funded by SpaceCyber Inc.- Testimonial

10:00—10:30 - Morning tea

10:30—12:00 First Panel

Theme - Securing New Space Architectures

The rapid growth of affordable commercial satellite and evolving standards into system design and
communications and proliferated LEO architectures  operations. As demand for specialised skills rises,
is transforming capability and usability, with hybrid training, simulation, and assessment tools are
systems combining legacy and new solutions essential to ensure resilient, secure, and effective
gaining traction. These developments require space systems in an increasingly strategic domain.
users to integrate cybersecurity, risk assessment,

Reynote speaker: Dr. Daniel Floreani - CEO CyberOps

MNC: Dr Andrew Quidi — Product Lead — Space Precinct / Senior System Engineering Consultant
Nova Systems

Panelists:

€rin Niller — Executive Director, Space ISAC, USA

Wing Commander Alexander Cave - Deputy Director SpaceDomain Awareness Integration - Space
Capability Branch

David Ball - Regional Director for Australia and New Zealand Lockheed Martin

Dr Stephen Qensemer — Senior Research Scientist, Physicist, And Developer Of Sensor
Technologies at CSIRO

12:00—13:30 - Lunch Break

13:30—15:00 Second Panel

Theme - Digital Twin & Simulation-Enhanced Security Testing for Autonomous and
Human-Centric Cyber Defence Systems



DAY 2 SYMPOSIUM Gentee Panorarma Rooms

As space systems become more complex and supporting better human-machine interaction.
autonomous, cybersecurity is increasingly critical. For deep-space missions, growing emphasis is
Digital engineering tools, particularly Digital placed on combining autonomous cybersecurity
Twins, are emerging as key enablers for testing with human-centric interfaces to support decision-
and improving resilience by simulating systems, making in high-stress or communication-limited
vulnerabilities, and cyber threats in a safe virtual conditions.

environment.
Together, Digital Twins and simulation-driven

Simulation-based validation improves reliability, validation are transforming the design and
reduces deployment errors, and enhances trust protection of next-generation space systems by
in autonomous cyber defence systems while integrating automation with human insight.

Reynote speaker: Wr Atsushi Takata - Executive Vice President, Space Data Tokyo Japan
MC: Professor Melrose Browwn — Director UNSW Canberra Space

Panelists:

Craig Lawton — Principal AI/ML Specialist ANZ, Amazon
Jason Held — CEO Saber Astronautics

QPCAPT Darren Jones — Liaison Officer to Australian Space Agency | Space Command Joint
Capabilities Group ADF

Professor {ill Slay - SmartSat CRC Chair of Cyber Security, Adelaide University

15:00—15:30pm - Afternoon tea

15:30—17:00 Third Panel

Theme - Policy, Standards & Multi-Stakeholder Coordination

Protecting space assets requires not only technical stakeholder collaboration between governments,

security but also strong policy, standards, and industry, space agencies, and international bodies
coordinated governance. As more public and to share threat intelligence, conduct joint exercises,
private actors enter the space domain, inconsistent and define responsible behaviour in orbit. Public—
cybersecurity requirements highlight the need for private and cross-border cooperation is essential to
unified standards and international norms. managing cyber risks and ensuring space remains

a secure and trusted domain.
Effective space cybersecurity depends on multi-
Reynote speaker: Prof. Rate Ritagawa - (La Trobe University)
MNC: Buzz Sarlin - Group Chief of Strategy and Operations at Egress Space

Panelists:

Professor Rodrigo Praino, Director JBC (Flinders University)

LTCOL Cameron Porter — Director Satellite Communications Operations— Cyber Operations Division,
Joint Capabilities Group.

Professor Matt Warren — Director of Centre for Cyber Security Research & Innovation (RMIT)
Julie Wadham - Australian Signals Directorate

17:00 Conclusion:

Nicola Sasanelli AM — Chairman & Founder Agora High-Tech
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EDITORIALS



Adj. Prof. Nicola Sasanelli AM
Chairman Agora High-Tec
CEO SpaceCyber Inc

Cybersecurity in the Space Sector:
What Does the Future hold for
Australia in the coming years?

It is remarkable to reflect that, following our first
discussion in April 2023 with Daniel Floreani and
Rodrigo Praino about the need to establish an event
to elevate the importance of cybersecurity in the
space sector, we are now presenting the 4th edition
of the Australian Space Cyber Forum. Over these
years, the ASCF has undoubtedly contributed to
the growth of the space—cyber ecosystem across
Australian industry and research centres.

As part of the diverse program offered by the
ASCF—including technical workshops, a networking
dinner, the symposium, and the exhibition area—the
“Editorials” component plays an important role.

For the 4th Australian Space Cyber Forum, we aim
to bring together insights from national experts to
assess the current state and emerging trends in
Australia’s space cybersecurity landscape, and to
identify the key challenges for the years ahead.

Space has become a critical strategic asset and

a cornerstone of modern society, underpinning
essential services such as communications,
navigation, security, and global economic activity.
As reliance on space-based infrastructure
continues to deepen, the space domain is
increasingly exposed to malicious activities driven
by geopolitical competition, conflict dynamics, and
financial motivations.

In parallel, a new interdisciplinary perspective is
emerging that recognises the growing convergence
between the cyber and space domains; two
environments now widely considered the

backbone of modern critical infrastructure. Their
interdependence creates new opportunities but also
introduces complex vulnerabilities and systemic
risks.

¢ Policy and legislative perspective: In this context,
how should cybersecurity frameworks evolve to
address emerging threats in the space sector? The
Enhanced Response and Prevention (ERP) Act 2024
aims to align Australia’s cybersecurity measures
with international best practices and ensure that the
space industry is adequately prepared to address
the growing risks associated with cyber threats.
How will this legislation be received and perceived
by industry stakeholders?

e Technological perspective: Which capabilities
should be prioritised to strengthen resilience and

ensure the security of this

increasingly interconnected

domain? The implementation of

zero-trust architectures represents one important
approach, relying on continuous monitoring, multi-
factor authentication, and strict access controls

to protect space assets from cyber threats.
Furthermore, a holistic examination of potential
space cyber-attack vectors—spanning the ground,
space, and user segments, as well as cloud
infrastructure, communication channels, and supply
chains—raises a key question: what technological
evolutions will be required to effectively address
these vulnerabilities?

To capture a diverse range of perspectives

across the two key areas of expertise—policy and
legislation, and technology—and to support the
continued growth of the space cyber ecosystem, we
have invited both international and national experts
from these domains to contribute short articles for
distribution across the community. | would like to
take this opportunity to thank them for generously
dedicating their valuable time to preparing these
contributions.

1. Dr. Enrico Palermo, Australian Space Agency
2. Dr. Daniel Floreani, Cyber Ops

3. Prof. Rodrigo Praino, Jeff Bleich Centre at
Flinders University

4. Prof. Matt Warren, Centre for Cyber Security
Research and Innovation and a Professor of
Cyber Security at RMIT University.

5. LTGEN USAF (ret) Larry James, KAlperShield
Incorporated

6. Prof. Jill Slay AM, SmartSat CRC, Adelaide
University

7. Shane “Buzz” Sarlin, Egress Space
8. Ronald L. Keen, PMG Consulting

9. Dr. Veronika Kolek Netolicka, National Cyber and
Information Security Agency, The Czech Republic

The aim of ‘Editorials’ is to provide updates on
current initiatives, stimulate new ideas, and highlight
key challenges. Enjoy reading.



Dr. Enrico Palermo
Head of Australian Space Agency

Space Cybersecurity in a Decisive Decade

Australia is entering a defining period for its

space sector. Space activity is increasing in

pace, scale and visibility, at the same time as
cyber risks are expanding across every layer of
space systems. The coming years will determine
whether cybersecurity is treated as a constraint or
embraced as an enabler of trust, resilience, and
sustainable growth.

Global developments reinforce this imperative.
Recent international discussions have highlighted
that space can no longer be viewed as a benign
or isolated environment. Space is recognised

as strategically competitive, where operational
assurance, resilience and responsible behaviour
are essential. Cyber vulnerabilities, whether in
ground infrastructure, supply chains, on-orbit
hardware, software or data, represent one of the
most significant risks to mission success, safety,
and confidence in space services.

Public engagement with space has also been
reinvigorated. Renewed momentum surrounding
Artemis Il and human spaceflight has captured
attention well beyond the space community.

This matters because increased visibility brings
broader participation and higher expectations.

As space becomes more integrated into everyday
life and commercial activity, assurance around
cybersecurity, reliability and governance becomes

central to maintaining public confidence and
investor trust.

Australia’s space ecosystem is evolving rapidly.
Commercial participation continues to grow, space
enabled services are being adopted across the
economy, and artificial intelligence, automation and
data analytics are becoming foundational. These
developments offer significant opportunity, but they
also demand a mature approach to managing cyber
risk. Cybersecurity can no longer be considered
after systems are deployed. It must be embedded
from the earliest stages of design through
operations and eventual decommissioning.

The Australian Space Agency supports an
ecosystem wide approach to space cybersecurity,
working closely with partners across government,
industry, and international forums. This includes
engagement with national cybersecurity initiatives,
regulators and trusted information sharing
networks. Strong cyber resilience depends not
only on technology, but also on coordination,
governance, and culture. Forums such as the
Australian Space Cyber Forum play a role in
advancing shared understanding and setting
priorities that will shape the sector in the years
ahead.
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Dr. Daniel Floreani
CEO Cyber Ops
Chair SpaceCyber Inc.

The Australian Space ecosystem
from the perspective of cyberin

the space industry.

+ Areview of the Australian Space Security Landscape: pros and cons.
* The security challenges of rapidly changing technology landscape in Space.

This year, the not for profit organisation Spacecyber
Inc. convenes the fourth Australian Space Cyber
Forum. As Chair, this moment offers more than an
opportunity for reflection; it invites us to consider
how profoundly the space and cyber security
landscape has shifted in a remarkably short period
of time.

The Forum was founded on a simple yet ambitious
set of goals: to harness growing international
momentum in space cyber security, introduce
leading global thinking into Australia, and
contribute directly to a stronger sovereign posture
for space and critical infrastructure. Over four
years, the Forum has expanded its international
reach, attracted sustained sponsor engagement,
and, most importantly, helped build a committed
community focused on sovereign space security.

This evolution has occurred alongside a broader
transformation in national awareness. The
Australian Government has commissioned reviews
into critical infrastructure security, developed
guidance specific to space cyber risk, and
strengthened policy and regulatory frameworks
across related domains. At the same time, the
Australian Space ISAC has grown its membership
and matured into a regular forum for information
sharing and membership dialogue. Together, these
developments reflect an emerging consensus:
space systems security is foundational to national
security, economic resilience, and societal function.

Industry behaviour mirrors this shift. As a

cyber security service provider, space sector
organisations are seeking more advanced and
integrated security capabilities. Cyber security
is increasingly recognised not as a compliance
obligation, but as a mission critical enabler—one
that underpins trust, gaining authority to operate,
and long term competitiveness in contested and
regulated environments.

Yet progress should not obscure persistent
constraints. Funding pressures continue to affect
governments, space operators, and critical

infrastructure providers alike. In practice, this often
forces difficult trade offs, with security delayed,
compressed, or optimised for minimum viability
rather than enduring resilience. While this challenge
is global, Australia’s relatively small economy and
vast geographic footprint heighten the stakes and
narrow the margin for error.

Looking ahead, the pace of change is
accelerating. In early 2026, the convergence

of multiple evolutionary artificial intelligence
technologies reached an inflection point, pushing
many organisations from a watching brief into
rapid execution. Al adoption has proven to

be organisation wide, resource intensive, and
strategically consuming, creating a clear “thrive
or survive” dynamic. At the same time, Al enabled
cyber-attack capabilities are proliferating just as
quickly which consumes the attention of cyber
professionals.

This is occurring alongside profound shifts

in the space domain itself: proliferated LEO
constellations, in space processing, VLEO services
with improved link budgets, space manufacturing,
and increasingly frequent launch and return
cycles. Operators are managing unprecedented
complexity. In such an environment, security
cannot be an afterthought. It must be embedded
by design and integrated into development,
governance, and operations from the outset.

For cyber security organisations supporting the
space sector, the implication is clear. Capabilities,
architectures, and policies must evolve at pace,
informed by the convergence of space, cyber, and
Al. The task ahead is not simply to keep up, but to
lead—by building security into the future of space
from the very beginning.

Reflecting on our initial Forum goals, we now have
a responsibility to embrace the momentum built
over the last 4 years and forge a stronger sovereign
security posture for space and critical infrastructure
through collaboration and collective learning.



Professor Rodrigo Praino

Director & Professor of Politics and Public Policy Jeff Bleich Centre
for Democracy and Disruptive Technologies College of Business,
Creative Arts, Law and Social Sciences Flinders University,

Director SpaceCyber Inc.

Space Powver in the Age of AI

Four years ago, when we founded this Forum, our
ultimate goal was to show that the space domain
and the cyber domain are not separate, but deeply
interconnected. At the time, the space community
and the cyber community largely operated in
separate rooms, spoke different languages, and
attended different forums. Bringing them together
under one banner was, for us, a necessary task.

The argument we made then is the argument | still
make now: the most likely attack on a space asset
is a cyber attack. Satellites are not bombarded

with kinetic weapons; they are spoofed, jammed,
intercepted, and increasingly hijacked through their
software, their ground segments, and the long,
vulnerable supply chains that bind the two. A space
asset, in operational terms, is a cyber asset that
happens to be in orbit. To treat the space and cyber
domains as separate is to misunderstand both.

Four years on, the rise of artificial intelligence has
sharpened this thesis to a point. Al is going to be
embedded in nearly every link of the space value
chain: it will task and re-task satellites, analyse
intelligence collected from orbit, detect anomalies,
and defend networks. Each of those capabilities is
also going to become an additional attack surface.
Adversarial machine learning, model poisoning,
prompt injection against operational Al agents, and
autonomous reconnaissance will become part of
conflict in the orbital environment.

As a political scientist, | am less interested in the
technical mechanics of these threats than in their
political and governance consequences. In Power,
State and Space, my co-authors and | argued that
what makes a country a genuine space power is not
capacity alone, but the combination of capacity and

autonomy, or the ability not only to act in space,

but to decide, sovereignly, why and how to act. In
his foreword to the book, European Space Agency
Director General Josef Aschbacher cautioned

that Europe had “never invested in leadership
autonomy across the full spectrum of activities”.
This warning, in the age of cyber and Al, travels well
beyond Europe and applies to every aspiring space
nation, including Australia. If we take a moment

to think about it, the most dangerous cyber and

Al threats do not principally target capacity; they
target autonomy. A compromised decision loop,

an Al system trained on poisoned data, a ground
segment quietly under foreign observation. None
of these actually destroy satellites. Instead,

they quietly transfer the right to decide. For a
democracy, that is the most dangerous kind of loss.

This conversation matters now in a way it did
not really matter twelve months ago. With the
successful crewed flight of Artemis Il earlier this
year, a new Moon race has effectively begun.
Lunar infrastructure, cislunar communications
and navigation constellations beyond Earth orbit
will certainly be built on software, run by Al,

and contested in the cyber domain long before
it is contested anywhere else. The governance
frameworks, alliances, and norms we shape today
will determine who is genuinely sovereign in that
environment tomorrow.

This is why this Forum exists, and why its work
has only become more urgent. Australia has a real
opportunity here to help write the rules of the next
chapter of space. | hope the 4th Australian Space
Cyber Forum is the first step in this direction.
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The release of Anthropic’s Claude Mythos

Preview (April, 2026) has shown the significant
acceleration in Al (Artificial Intelligence) capabilities
for autonomously identifying cyber vulnerabilities
across major software and operating systems. Now
government and industry leaders are focused on
understanding the real risks the Claude Mythos
model presents.

Project Glasswing (anthropic.com/glasswing) is
a new initiative that brings together Amazon Web
Services, Anthropic, Apple, Broadcom, Cisco,
CrowdStrike, Google, JPMorganChase, the Linux
Foundation, Microsoft, NVIDIA, and Palo Alto
Networks in an effort to secure the world’s most
critical software by using Anthropic’s Claude
Mythos Preview to identify unknown security
vulnerabilities.

Claude Mythos Preview has been used by Project
Glasswing to identify thousands of vulnerabilities
and new zero day exploits. The following are three
examples that the Mythos Preview system has
found (anthropic.com/glasswing):

e a 27-year-old vulnerability in OpenBSD, which
has a reputation as one of the most security-
hardened operating systems in the world

and is used to run firewalls and other critical
infrastructure. The vulnerability allowed an attacker
to remotely crash any machine running the
operating system just by connecting to it;

e a 16-year-old vulnerability in FFmpeg. which is
used by innumerable pieces of software to encode
and decode video, in a line of code that automated
testing tools had hit five million times without ever
catching the problem;

* several vulnerabilities in the Linux operating
system kernel. the software that runs most of the
world’s servers, to allow an attacker to escalate
from ordinary user access to complete control of
the machine.

Distinguished Professor Matt Warren
Director of the RMIT University Centre for
Cyber Security Research & Innovation.

AI Cyber Security Concerns and
Space Based Systems

Anthropic has stated they would not publicly
release Mythos, citing the cyber security risks
given that the model is adept at identifying security
vulnerabilities and zero day exploits in systems.

The obvious concerns are critical infrastructure
systems, critical infrastructure provides services
that are essential for everyday life such as energy,
food, water, transport, communications, health and
banking and finance.

(nationalsecurity.gov.au/protect-your-business/
critical-infrastructure).

Australia’s financial system regulator, Australian
Prudential Regulation Authority (APRA) stated that
country’s banks were not keeping pace with Al
industry developments, warning frontier Al systems
such as Anthropic’s Mythos had the potential to
lead to larger and faster cyber-attacks against
financial systems putting Australia’s and the entire
global financial system at risk (apra.gov.au/apra-
letter-to-industry-on-artificial-intelligence-ai).

What does this mean for the Australia space
sector, as this is a key part of Australian Critical
Infrastructure?

Space based systems such as Galileo consists
of several segments such as: Space Segment
(satellites in orbit), Ground Segment (monitoring/
control stations on Earth) and User Segment.

(gssc.esa.int/navipedia/index.php/Galileo_User_
Segment).


https://anthropic.com/glasswing
http://anthropic.com/glasswing
https://nationalsecurity.gov.au/protect-your-business/critical-infrastructure
https://nationalsecurity.gov.au/protect-your-business/critical-infrastructure
https://apra.gov.au/apra-letter-to-industry-on-artificial-intelligence-ai
https://apra.gov.au/apra-letter-to-industry-on-artificial-intelligence-ai
https://gssc.esa.int/navipedia/index.php/Galileo_User_Segment
https://gssc.esa.int/navipedia/index.php/Galileo_User_Segment

Space-based systems are by their very nature,
extraordinarily complex, integrating a diverse
range of technologies that span the full spectrum
from cutting-edge, state-of-the-art solutions to
aging, unsupported legacy technology. Linking
the different space segments together. In the
space context the use of legacy technological
introduces significant layers of risk, as legacy
systems in particular are often poorly documented,
infrequently patched, and difficult to monitor
effectively.

The application of Claude Mythos Preview to
evaluate space-based critical infrastructure is of
great concern. Given the inherent complexity and
the often-fragmented security posture of these
space based systems, such an evaluation will,

in all probability, surface previously unidentified
vulnerabilities and may well uncover zero day
exploits that have remained hidden within the
architecture, potentially for years.

What will the Australian Space industry sector

do when vulnerabilities and potential zero day
exploits have been identified? The sector lacks
an active regulator such as APRA? It would be left
to the Australian Cyber Security Centre (ACSC)
and Australian Signals Directorate (ASD) to offer
directed Space Cyber security advice. This is a
role they have started to undertake, for example
Guidance around securing space.

(cyber.gov.au/business-government/secure-
design/securing-space).

But would the Australian government have the
capability and expertise to support the Australian
space industry when many new complex
vulnerabilities and zero day exploits have been
identified.

Does the Australian Government currently

possess the capability, expertise, and capacity

to adequately support the Australian space
industry when significant volumes of new, complex
vulnerabilities and zero day exploits are identified.
If they are not capable, what are the consequences
for Australia’s space-based critical infrastructure
security?



https://cyber.gov.au/business-government/secure-design/securing-space
https://cyber.gov.au/business-government/secure-design/securing-space

Larry James, Lt Gen, USAF (Ret)

CEO, KAlperShield Incorporated, Strategic Advisor, Australasian
Space Innovation Institute, Former Deputy Director, NASA’s Jet

Propulsion Laboratory

Secure System Engineering

The Foundation of Space
Mission Resilience

Space systems are no longer isolated engineering
achievements—they are mission-critical
infrastructure woven into the fabric of national
security, scientific discovery, and everyday life.
As threats against these systems escalate in
sophistication and frequency, the industry faces
an inflection point: piecemeal cybersecurity
measures are no longer adequate. What the
moment demands is secure system engineering—a
philosophy that treats resilience not as an
afterthought, but as a first principle of mission
architecture.

For years, the prevailing approach to protecting
space assets has been to layer security controls
onto an already-completed design—adding
firewalls, encrypting telemetry links, and monitoring
for anomalies after the fact. This model has become
untenable. Modern adversaries, many operating
with nation-state resources and Al-amplified attack
toolkits, probe the architectural seams of our
systems: the integration points between ground
systems and flight hardware, the trust boundaries
between mission operations and data pipelines, the
handoff protocols between onboard autonomy and
human controllers. Security overlays cannot patch
what was never designed to be secure.

From Checklists to Architecture-Based
Engineering

NIST Special Publication 800-160, Developing
Cyber Resilient Systems, provides the foundational
framework for this shift. It calls for cyber resiliency
engineering to be practiced “in conjunction with
systems security engineering and resilience
engineering to develop survivable, trustworthy
secure systems.” This is not a compliance
checklist—it is an engineering discipline. It
demands that program architects understand
how adversarial conditions propagate through

a system’s dependency graph, and that those
dependencies are modeled, analyzed, and
hardened at the design stage.

At NASA'’s Jet Propulsion Laboratory, our

team spent years translating this principle into
operational practice. We developed an approach
we call Mission Resilience—an architecture-
based methodology that models the cyber-
physical environment of a space mission as a
dynamic dependency graph, identifies structural
vulnerabilities within that graph, and enables real-
time, evidence-backed defensive responses. That
work has since been commercialized by Caltech
as the CAVE (Cyber Asset Visualization Engine)
platform, the cornerstone of KAlperShield’s
mission-focused cyber engineering approach.



Mission Resilience in Practice

Mission Resilience is not a product—it is a

systems engineering posture. It begins at program
inception, when architecture decisions are still fluid
and the cost of change is low. It asks engineers

to characterize the mission’s attack surface not
just in terms of network topology, but in terms of
mission function: What does this system need to do
to succeed? What assets, data flows, and control
authorities are indispensable to that mission? And
critically: what happens to mission success if any
of those elements is compromised, degraded, or
denied?

CAVE gives program engineers and security
architects a shared operational picture of the cyber
environment—one that spans both ground and
flight domains. By capturing asset relationships,
data dependencies, and trust boundaries in a
structured model, CAVE enables teams to visualize
where an adversary’s foothold in one subsystem
could cascade into mission impact. It surfaces the
hidden attack paths that traditional vulnerability
scanners miss: the lateral movement vector through
a ground support system, the timing dependency
that an adversary could exploit to inject false
telemetry, the administrative credential that bridges
an air-gapped boundary.

More importantly, CAVE supports dynamic defense.
When anomalies are detected—whether through
integrated sensor feeds, ICS/SCADA monitoring,
or host-level telemetry—the platform’s architectural
model provides the context needed to respond
intelligently rather than reactively. Defenders can
reason about the likely propagation path of an
intrusion, isolate vulnerable segments without
disrupting mission-critical functions, and validate
that their countermeasures are evidence-backed
against a structured assurance case. This is the
goal articulated by NIST 800-160: systems that can
anticipate, withstand, recover from, and adapt to
adverse conditions.

The Road Ahead

The space domain is entering an era of
unprecedented complexity. Proliferated low Earth
orbit constellations, multi-orbit architectures,
commercial partnerships, and Al-driven autonomy
are all expanding the attack surface at a pace

that exceeds the capacity of traditional security
programs to respond. At the same time, adversaries
are deploying Al-assisted attack campaigns

that adapt in real time, probing defenses with

a sophistication that manual analysis cannot match.

The answer is not more tools bolted onto existing
architectures. The answer is a fundamental
commitment to secure system engineering—one
that begins at program inception, persists across
the full development lifecycle, and is supported by
architecture-based platforms that give defenders
the situational awareness and analytical depth to
respond intelligently to an intelligent adversary.

Mission Resilience is not a feature. It is a
design philosophy—and it is the standard
our space systems must be held to if they
are to remain trustworthy, survivable,
and operationally effective in the threat
environment we face today and the one
we will face tomorrow.

KAlperShield Incorporated | Cyber Resilience for

Space and Critical Infrastructure | kaipershield.
com
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Professor Jill Slay AM

SmartSat Chair of Cybersecurity, School of Computer

Science and IT, College of Engineering and IT

Policy and legislative perspectives
on space technology cybersecurity:
observations from a review of the

Security of Critical Infrastructure Act 2018

The intersection of space systems and
cybersecurity has attracted sustained scholarly
and industry attention in recent months, and the
resulting literature presents a series of interrelated
challenges. The Space Attack Research and Tactic
Analysis (SPARTA) matrix [1], for instance, seeks
to address the information and communication
barriers that continue to hinder the identification
and sharing of space-system tactics, techniques
and procedures (TTPs); it provides a taxonomy

of commonly observed activities that contribute

to spacecraft compromise. Other commentators
argue, more optimistically, that it is already possible
to enhance the resilience of space vehicles once
launched and on mission [2]. Taken together,

these perspectives indicate a field still negotiating
both its technical foundations and its governance
architecture.

| was recently invited to conduct an independent
review of the Security of Critical Infrastructure Act
2018 (Cth), drawing on my research. Over the past
five to six years my work has focused principally on
the resilience and security of low-Earth-orbit (LEO)
satellites and other space vehicles, approached
largely from a technical standpoint. The review has
required me to engage closely with the manner

in which the current legislative framework treats
space technology as critical infrastructure.

Critical infrastructure may be defined as those
physical and virtual systems and assets that are
essential to the functioning of a nation, and whose
disruption would produce severe consequences for
national security, economic stability, public health,
or public safety.

Australia currently recognises eleven critical
infrastructure sectors. These sectors do not
operate in isolation; rather, they constitute a
complex system-of-systems characterised by
substantial interdependencies. Hospitals depend
upon reliable electricity supply, water treatment
facilities depend upon communications networks,

and financial systems depend upon the availability
of internet connectivity. One consequence of these
interdependencies is that disruption originating in a
single sector may cascade across others, with the
potential to impair the broader Australian economy
and, in more severe cases, social cohesion. The
figure below, adapted from material published by
the Department of Home Affairs [3], illustrates these
relationships.

Itis, in my view, a striking feature of the present
framework that although space technology

has been recognised as a critical infrastructure
sector for a number of years, it has yet to be
assigned any defined asset classes of its own.
What is equally apparent, however, is that space
technology underpins each of the eleven sectors to
a greater or lesser degree. The diagram provides
an indication of the services upon which the other
sectors rely. The implication is unambiguous: if

the security of Australia’s critical infrastructure is
to be meaningfully assured, the technical security
and resilience of the national space sector must be
treated as a first-order concern.

It follows that sustained investment in research,
development and novel intellectual-property
innovation is essential if Australia’s space
technology and, by extension, the wider
architecture of national critical infrastructure, is to
remain secure.



Australia’s 11 critical infrastructure sectors (SOCI Act 2018)
All 11 sectors depend on space-based services

Space Technology
PNT, SatComms, Earth obs, SSA

Services flow down to every sector

J

1. Communications j [2. Data storage/processing ] [ 3. Defence industry

Satellite links,timing Network time sync SSA, surveillance, PNT

4. Energy 5. Financial services 6. Food and grocery

Grid timing, monitoring Transaction timestamping Logistics, precision ag

. Health care and medical 8. Higher education 9. Space technology
Remote comms, telehealth Research, SSA, earth obs The sector itself

10. Transport j( 11. Water and sewerage

~

GNSS nav, aviation, ports SCADA timing, monitoring

11 of 11 sectors depend on space technology
Source: CISC space dependency factsheet, Oct 2025
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The convergence of cyber and space domains is
no longer theoretical; it is operational, immediate,
and consequential. As Australia’s reliance on
space-enabled services deepens, resilience is
increasingly defined not only by capability in

orbit, but by adaptability, responsiveness and
security across the full system-of-systems. The
technological question before us is not simply how
to protect space assets, but how to design them to
be inherently resilient, reconfigurable and mission-
aligned from the moment of deployment.

One emerging paradigm reshaping this discussion
is the concept of on-demand, air-launched Low
Earth Orbit (LEO) capability. This approach, being
developed by Egress Space, disrupts traditional
launch cadence assumptions by enabling rapid
deployment of mission-specific CubeSats when
and where they are needed. Rather than relying
solely on pre-positioned constellations, Australia
can begin to think in terms of responsive space
augmentation... a capability that mirrors the agility
already expected in cyber operations.

At the core of this model is a new class of
CubeSat: compact, secure, and purpose-built for
defined missions like search and rescue, tactical
communications or time-critical commercial
applications. These are not generic satellites.

They are direct-to-LTE, encrypted platforms,
interfacing seamlessly with terrestrial devices while
maintaining robust security through zero-trust
principles. In this architecture, authentication,
encryption, and access control are continuous and
integrated by design, rather than reactively.

Equally important is the integration of Tactical
Assault Kit (TAK)-optimised frameworks, which
enable real-time interoperability between users
in the field and assets in orbit. This transforms
satellites from passive relays into active
participants in mission execution, delivering
actionable data directly to end-users without

Shane “Buzz” Sarlin
Group Chief of Strategy and Operations at Egress Space

From Runway to Orbit: The Rise of
Secure, Mission Specific CubeSats

latency-inducing processing chains.

However, the true technological step change lies
in the integration of edge compute capabilities

on orbit. By processing data at the satellite,

rather than transmitting everything to ground
stations, these systems reduce vulnerability
across communication links, improve response
times, and enable autonomous decision-making

in contested or degraded environments. Whether
identifying patterns in distress signals during a
maritime rescue operation or supporting situational
awareness in a tactical deployment, edge-enabled
CubeSats represent a shift toward distributed
intelligence in space.

From a cybersecurity perspective, this architecture
aligns naturally with zero-trust models. Each node;
whether in space, on the ground, or in the user
segment, is treated as potentially compromised,
and must continuously verify its integrity. The
decentralisation of processing and communications
reduces single points of failure and limits the
impact of potential breaches and mission-specific
deployment reduces the exposure window.

For stakeholders across industry, defence, and
public safety, the implications are clear. The future
space cyber ecosystem will not be defined solely
by scale or permanence, but by precision, security,
and responsiveness. Technologies that enable
rapid deployment, secure interoperability, and
intelligent autonomy will form the backbone of this
evolution.

As we look ahead, the opportunity is to align
innovation with necessity... to build systems that
are not only secure by design, but agile by intent.
In doing so, Australia can position itself at the
forefront of a new operational paradigm, where
space assets are immediate, secure and mission-
critical extensions of capability on demand.



Ronald L. Keen
Founder/ Strategic Advisor
PMG Consulting

Critical Infrastructure Dependencies:
Australia’s Emerging Strategic Advantage

Australia’s critical infrastructure is understood
through sectors - energy, water, communications,
etc. The sectors are well governed and
continuously improving under frameworks such as
the Security of Critical Infrastructure (SOCI) Act and
the Essential Eight. However, modern infrastructure
no longer fails within sector boundaries. It fails
across them and increasingly, within them.

As systems become more digitally integrated

and operationally interdependent, relationships
sustaining infrastructure become as critical as

the assets themselves. These dependencies are
dynamic, layered, and increasingly operating at
machine speed, creating a fundamental shift in how
risk manifests.

It is no longer the loss of a single asset driving
systemic disruption, but the breakdown of
dependencies connecting systems together.
This gap is not theoretical - it’s already being
exploited. Disruptions, whether cyber, physical,
or environmental, propagate through these
connections, producing cascading effects
extending well beyond the originating sector.
These dependencies are often described in
horizontal terms — how sectors rely on one another.
Equally important, and less visible, are vertical
dependencies within sectors themselves.

What appears as a single system is often a layered
stack of physical infrastructure, control systems,
software, data, external services, and space-
enabled inputs. The layers do not fail independently
- disruption at one level can propagate vertically,
then cascade outward, often not immediately
recognized as dependency-driven. In practice, this
creates systems behaving less like linear networks
and more like multi-dimensional structures —
complex, adaptive, and difficult to map using
traditional approaches.

Australia is particularly well positioned to
understand and lead in addressing this challenge.
Its infrastructure spans vast geographies, relies on
distributed networks, and is deeply integrated with
space-based capabilities for PNT, communications,
and environmental monitoring. Concurrently,
Australia’s regulatory environment, research
institutions, and growing focus on space and

cyber resilience provide a strong foundation for
advancing how these risks are understood.

This perspective also intersects directly with
Australia’s evolving cyber and space security
posture. As frameworks like the Enhanced
Response and Prevention (ERP) Act strengthen
national cybersecurity alignment, the challenge
becomes ensuring policy keeps pace with
increasingly interdependent systems. From a
technological standpoint, approaches like zero-
trust architectures, continuous monitoring, and
cross-domain threat visibility are becoming
essential. However, their effectiveness depends

on understanding how vulnerabilities propagate
across the full infrastructure stack, including space,
terrestrial, and digital layers, rather than within
isolated domains. This is where the concept of
Critical Infrastructure Dependencies (CID) becomes
relevant.

CID shifts the focus from individual systems to
relationships enabling them to function — how
disruption propagates, where critical nodes exist,
and how interconnected systems respond under
stress. It highlights the limits of purely sector-based
models while complementing strong foundations
already in place. Australia has the capability and
institutional strength to take a leading role in this
evolution - the next step is not further refinement of
individual sectors, but a shift toward understanding
how the system behaves as a whole. That shift -
from assets to dependencies and linear models to
layered systems — will define the next generation of
infrastructure resilience.
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Beyond Borders: Aligning Cyber and
Space Security Qovernance Betuwueen
Australia and the European Union

Australia and European Union (EU) nations are
now closer than ever. This proximity extends

well beyond the recently concluded Free Trade
Agreement and is further anchored in the newly
established EU-Australia Security and Defence
Partnership, under which space is explicitly
recognised as a domain of cooperation. The
partnership reflects a shared strategic reality:
peace, security and economic resilience
increasingly depend on the protection of digital
and space enabled infrastructure that is inherently
transboundary, commercially driven and exposed
to hostile interference.

Australia and the EU face the same underlying
challenge. Cyber threats no longer respect borders,
increasingly target shared dependencies, and
exploit the growing convergence of cyber and
space systems. While both partners operate within
different legal cultures, institutional frameworks
and regulatory traditions, the threat landscape
itself is agnostic to these differences. What remains
common is a commitment to democratic values,
the rule of law and responsible state behaviour

in both cyberspace and outer space; principles
that underpin policy choices on resilience,
proportionality and accountability.

Space systems have become critical infrastructure
in the fullest sense. Satellite services underpin
navigation, financial transactions, emergency
response, climate monitoring and defence supply
chains. At the same time, they are vulnerable to
cyber intrusion across their entire lifecycle. From
design and manufacturing, through supply chains
and ground infrastructure, to in orbit operations.
These realities have been a key driver of Australia’s
recent legislative reforms, particularly the Security
of Critical Infrastructure and Other Legislation
Amendment (Enhanced Response and Prevention)
Act 2024 (ERP Act), which forms part of the broader
Cyber Security Legislative Package.

From a policy perspective, the ERP Act marks a
shift away from purely reactive cyber regulation
toward a resilience based, all hazards approach.
By strengthening risk management obligations

for critical infrastructure operators, expanding
government powers to manage serious incidents,
and improving trusted information sharing
arrangements, Australia has aligned its framework
more closely with international best practice.
While space systems are not always explicitly
referenced, many space assets and their ground
segments fall within the expanded definition of
critical infrastructure, addressing a long recognised
regulatory gap at the cyber-space interface.



Industry reception has been mixed but is
increasingly pragmatic. Larger operators generally
welcome clearer expectations and alignment with
global standards, particularly where this facilitates
international market access. Smaller and emerging
space actors remain more sensitive to compliance
costs and regulatory burden. Crucially, however,
the ERP Act’s emphasis on cooperation, limited
use information sharing and no fault incident
review mechanisms signals an intent to strengthen
collective cyber maturity rather than rely on punitive
enforcement—an approach likely to gain broader
acceptance over time.

Europe’s trajectory offers a nuanced reference
point. The NIS2 Directive already provides a
horizontal cybersecurity framework and covers
parts of the space ecosystem, with space explicitly
identified among the relevant sectors. The
proposed EU Space Act is intended to address
those segments of space infrastructure that are not
fully captured by existing cyber legislation and to
ensure lifecycle wide coverage.

At the same time, there is a strong policy
preference within the European cyber community to
build on existing horizontal legislative frameworks
rather than introduce parallel, sector specific cyber
regimes. The objective is to reduce duplication,
avoid fragmented or conflicting obligations, and
ensure coherence across the EU legal landscape.

Looking beyond current policy cycles, cooperation
between like minded partners will be essential.
Cybersecurity frameworks for the space

sector must assume persistent threats, deep
interdependence between civil, commercial

and defence systems, and rapid technological
change. Australia’s ERP Act and Europe’s evolving
regulatory approach are not identical, but they are
compatible. Their convergence, grounded in shared
values and strategic trust, offers a credible path
toward robust and future proof cyber and space
governance.
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Daniel Floreani

Daniel is the CEO of CyberOps Pty
Ltd and a consultant with 30+ years in
communication networks, spanning
7 R&D, systems engineering, sales,
technical leadership, enterprise
architecture, business development and
market creation in local and global roles. He
specialises in Defence, Satellite, Cyber Security
and public sector ICT architectures, securely
connecting devices to the Internet. He visualises
ideas, translates complexity, and blends strategy,
technical depth, business and political insight,
leading teams and relationships.

Cole French, KRATOS

Cole French leads the CMMC
capability for the Kratos Cyber
business unit. Mr. French has
supported clients across the health,
finance, cloud, and Homeland Security

sectors throughout his 15+ years of IT
and cybersecurity experience. Mr. French
isa CMMC Lead CCA, Registered Practitioner,
holds a Master of Science in Computer and
Information Sciences, graduate certificate in
cybersecurity, and multiple cybersecurity
industry certifications.

Shena Howell, Shoal

Shena is professional engineer and
experienced project manager with
more than 15 years of experience
in space and defence, working in
quality engineering, mission assurance
engineering, systems engineering, project
management, and people leadership. Shena is also
a certified Export Controls Officer with expertise
in Australian and US Export regimes and has
extensive international experience working in the
USA, Australia, the United Arab Emirates (UAE) and
the Republic of Korea.

As an experienced system-level engineer, Shena
has spent the last 6 years working space launch
and returns technical assessments as well

as on satellite concept design projects, offer
unique insights into the technical and regulatory
challenges for space cyber security.
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Henry Lau

Henry is an experienced Cyber
Security Consultant with over a
decade of experience designing
secure and resilient system for

the Defence and Government
sectors. His work spans across
multiple facets of disciplines ranging
from security engineering and GRC to emanations
security, with the aim to bridge the gap between
securing complex systems and meeting business
objectives.
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He is a current IRAP assessor with certifications in
CISSP, CISM, CRISC, SABSA and ISO270001 LA.
He also holds a Chartered recognition with
Engineers Australia in the area of IEEE
and Cyber Engineering.”

Peter Holliday

Dr Peter Holliday has over
thirty-five years’ experience

as a professional engineer

and expert advisor in

ICT, telecommunications,
cybersecurity, and network
engineering. He is an internationally
recognised subject matter expert in Defence

ICT and frequently consults with national defence
forces across the Asia-Pacific and Japan.

Dr Holliday has held a number of senior leadership
roles, including Chief Engineer, Principal Engineer,
Chief Architect, and Chief Technology Officer.

He has also lectured in Cyber Operations and
Communications and Information Systems at the
University of New South Wales, Australian Defence
Force Academy.

He served as Chief Engineer for the Land Network
Integration Centre (LNIC) and Land 4140 Tranche
1, as Principal Engineer for the Battlespace
Communications Systems Project Office (BCSPO).

He is currently the Chief Technology Officer at
Defendable Technologies (defendabletech.com.au).
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Brett Burford, CyberOps

Brett is a seasoned IT and high-

tech leader specialising in advanced
technology integration, cyber security,
deep Al projects and space systems.
Solutions oriented, he’s launched startups,
designed national networks, and delivers end
to end platforms, RF/SDA solutions and rapid
Al deployments. His work spans space cyber ranges
and RF jamming simulation environments. With two
Master’s degrees, he turns complexity into fast,
deployable outcomes globally.

Jim Labilles, CyberOps

Jim Labilles is a Cyber Security Program
Manager, certified ISO 27001:2022 Lead
Auditor and Microsoft Security Engineer
specialising in Cloud Secure Architecture,
NIST, FedRAMP and the ACSC Essential
Eight. A former Principal Design Engineer
with a BSc in Electronics and Communications
Engineering (2001), he has over 20 years delivering
secure, standards-driven solutions across
government, academia and industry.

Erin Miller

Ms. Erin M. Miller is the Executive

Director of the Space Information Sharing
and Analysis Center (SpacelSAC). Space
ISAC serves as the primary focal point

for the global space industry for “all

threats and all hazards” based in Colorado
Springs, CO, USA. Erin has over a decade of
experience building meaningful tech collaborations
and has formed hundreds of formal partnerships
between government, industry and academia to
solve problems for warfighters and national security.
Erin serves on the advisory board of CyberSatGov,
CyberLEO and is a board member for the Colorado
Springs Chamber of Commerce & EDC.
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Rodrigo Praino

Dr Rodrigo Praino is Professor of

Politics and Public Policy and Director
of the Jeff Bleich Centre for Democracy
and Disruptive Technologies at
Flinders University. He holds a PhD in
Political Science and has received several

prestigious fellowships, scholarships and

awards, including a Fulbright Scholarship. In 2018
he became the first political scientist to win a Tall
Poppy Science Award for excellence in scientific
research and communication. Professor Praino
is one of few scholars in Australia engaged in
research on space politics and space policy. He
is particularly interested in understanding and
analysing the importance of space assets for
defence, economic development, international
relations, and decision-making. Prof. Praino’s
research has been published by top peer-reviewed
academic journals in the Social Sciences. It has
attracted funding from various sources, including
the Australian Research Council, SmartSat CRC,
Defence, and UNICEF.

Matt Warren

Professor Matthew Warren is the
Director of the RMIT University Centre
of Cyber Security Research and
Innovation (CCSRI) and a Professor
of Cyber Security at RMIT University,
Australia. He co-directs the Australian-
Lithuanian Cyber Research Network.

His research focuses on Cyber Security
and Information Warfare, attracting funding from
various sources, including the Australian Research
Council, UK EPSRC, European Union, and others.
He has authored over 300 publications. Professor
Warren has twice received the ‘Cyber Security
Researcher of the Year Award’ from the Australian
Information Security Association(AISA) and an
ACS President Award for his contributions. He is
a Fellow of both the Australian Computer Society
(ACS) and AISA.

Kate Kitagawa

Kate Kitagawa is Professor of
Practice in Space Research and
Education at La Trobe University.
Prior to moving to Australia, she
worked at the Japan Aerospace
Exploration Agency (JAXA) as an
adviser to the Senior Vice President and

Director of the Space Education Office. She

also represented JAXA in international space
policy discussions, including a short-term citizen
exchange programme with the U.S. Department
of State, and chaired the International Space
Education Board (ISEB) at the 2023 International
Astronautical Congress (IAC) in Azerbaijan. This
global initiative involved NASA, JAXA, CSA, ESA,
KARI, AEM, and other agencies.

She holds a B.Sc. in mathematics and life

sciences (with a minor in political science) from the
University of British Columbia and a Ph.D. in history
from Princeton University. She taught history at
Harvard University and worked for the Ministry

of Foreign Affairs of Japan and the Permanent
Mission of Japan to the United Nations.



Cameron Porter

LTCOL Cameron Porter is Director of
Satellite Communications Operations

in the ADF’s Cyber Operations Division
and an Adjunct Senior Lecturer at

UNSW Canberra Space with expertise

in military space operations, strategy and
technology.

Commissioned into the Royal Australian Corps of
Signals after graduating from the Royal Military
College — Duntroon in 2006, Cameron has served
at tactical, operational and strategic levels in
Australia and on deployments throughout the
Middle East. His career has focused on satellite
communications, electronic warfare and the
operational importance of space power to the
warfighter and Australian society.

He has led capability development in Space
Electronic Warfare and Space Domain Awareness
within Army Headquarters and Joint Capabilities
Group, contributing to the establishment of Space
Command and its governance functions. He has
also provided extensive input into Defence space
policy, doctrine and capability development.

In 2023, he founded the Astra Australis Dialogue
to foster collaboration across the space
community. In 2024, he was recognised
as an Associate Fellow of Engineers
Australia and became a Graduate of
the Australian Institute of Company
Directors. In 2025, he was elected
inaugural Chair of the Australasian
Centre for Space Governance.
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. = DrKathryn Robison is a Lecturer at
LR W the United States Studies Centre
1 and a Senior Research Fellow at

the Australasian Centre for Space

Governance (ACSG). She holds a PhD
in Political Science and specialises in the

role of political communication in the formation
and dissemination of US space policy at both
domestic and international levels. Dr. Robison’s
research spans political communication, behaviour,
and public opinion as they relate to space policy,
and she co-authored the first comprehensive
survey of Australian public opinion on space. She is
currently writing a book on political communication
in space and continuing her public opinion
research. Dr Robison was nominated by NASA and
named an |AF Young Space Leader in 2021. She
actively volunteers across the space community
through the International Astronautical Federation
and the UN’s Space4Women Network and is a
regular contributor to the Talking Space podcast.
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Paula Oliver

Paula Oliver is a Senior Consultant at

CyberOps with extensive experience in

cybersecurity and the South Australian

Government. She has held key roles

in the Department of Premier and

Cabinet and the Department for State
Development, focusing on cyber risk and
assurance and industry growth. As Manager of the
South Australian Node of AustCyber, she advanced
the state’s cybersecurity initiatives and helped the
local cyber companies grow through fostering a
community of innovation and collaboration. Her
time in During her time in the Department of State
Development, Paula developed South Australia’s
first Cyber Industry Capability Matrix. As a
Certified Information Security Manager
(CISM), Paula advocates for a strong
cybersecurity culture and workforce
diversity, providing strategic

guidance and security advice.
Paula Oliver

Enrico Palermo

Enrico has led the Australian
Space Agency since January
2021. Under his leadership, the
Agency has reached an agreement
with NASA for an Australian designed,
built and operated rover to be included in

a future mission to the Moon, issued the first
launch permits and launch facility licenses under
the Australian Space (Launches and Returns)
Act, and seen the first commercial spaceflights
from Australia. Before joining the Agency, Enrico
spent 14 years in various roles at Virgin Galactic.
This included establishing and leading a vertically
integrated aerospace manufacturing and testing
operation for Mach 3 crewed commercial
spaceships. From there Enrico was part of the
team that launched the New York Stock Exchange
listed public company and was appointed Chief
Operating Officer. A Perth native, Enrico graduated
from the University of Western Australia with a
Bachelor of Engineering in Mechanical Engineering
and Bachelor of Science in Physics and Applied
Mathematics. He also studied at the International
Space University in Strasbourg.

Brigadier Hamish Ashman CSM

Brigadier Ashman is Australia’s Director
General Space Capability, responsible
for delivering space services, space
control, and space domain awareness
capabilities. A Signals Officer by
background, his career spans tactical
communications, Electronic Warfare,
Signals Intelligence, strategic planning,
and cyberspace operations.

Promoted to Brigadier in 2025, he assumed
command of Cyber Forces Group after serving

as Chief of Staff Cyber Command. From 2020 to
2024, he led Joint Cyber and Influence Projects,
delivering cyber capabilities across the ADF. This
program achieved Initial Operational Capability in
September 2024, introducing advanced defensive
cyber and virtual training systems developed with
the United States Department of Defense. He has
also served as Army Liaison Officer to the US Army
Combat Capability Development Command.

A graduate of the Australian Technical Staff
Officer’s College and Command and Staff College,
he holds degrees in Information Systems, and
masters in Information Technology, and Defence
Capability Planning. His operational service
includes deployments to Iraq, Qatar, and
Timor-Leste.

Jean-Luc Trullemans

Jean-Luc Trullemans is currently

the Head of the European Space

Security and Education Centre (ESA-
! ESEC) within the Strategy, Legal,

and External Matters Directorate
(ESA-SLE) of the European Space Agency
(ESA). ESEC, located in Redu/Belgium,

focuses on Space Security, Education, Smallsat
operations, and Navigation (EGNSS) activities.
Jean-Luc joined ESA in 2020 as a security expert
and advisor, bringing with him over thirty years
of experience in law enforcement. Prior to this,
he served as a Senior Security Advisor to the
Belgian government, advising Deputy Prime
Minister David Clarinval and Minister of Transport
Francois Bellot. Jean-Luc holds a master’s
degree in public administration management from
the Solvay Business School (ULB), along with
several professional certifications, including the
Interuniversity certificate in multidisciplinary crisis
management (ULB), the Major case management
certificate from the Canadian Police College, FBI
Crisis management training, and a certificate
in Critical infrastructure cybersecurity from the
Massachusetts Institute of Technology (MIT).




Kymie Tan

Dr. Kymie Tan is the Principal
Cybersecurity Engineer at the Jet
Propulsion Laboratory, NASA. Dr.
Tan’s recent experience includes
working with the Office of the National
Cyber Director at the White House to
support U.S. efforts in securing space assets,

and as the Principal Investigator for projects
focused on securing U.S. critical infrastructure
such as the power grid with the U.S. Dept. of
Energy. She co-chairs the ground segment for

the IEEE Standards for Space Systems and
currently works with the U.S. National Institute of
Standards and Technology and NASA to establish
new Security Systems Engineering standards and
technical approaches for protecting space flight
systems. Dr. Tan serves Federal committees for
cyber defense at the National Science Foundation,
DARPA, and the Department of Homeland Security.
She holds a Ph.D. in Computer Engineering from
the University of Melbourne, Australia and was
faculty at the Department of Computer
Science, Carnegie Mellon University.

Frank Backes

Frank Backes President, Space ISAC
Frank Backes is the former CEO of
Capella Space, which was acquired

by lonQ in 2025. Over a career

spanning more than three decades, he
has led the development and deployment
of advanced technologies supporting global
communications, intelligence, surveillance and
reconnaissance (ISR), and positioning, navigation,
and timing (PNT) systems. His experience spans
satellite launch, as well as command, control,

and communications architectures. Prior to
Capella, Frank served as Senior Vice President

at Kratos Federal Space, where he also led the
company’s Commercial Cyber division. He is
widely recognized for pioneering the integration

of cybersecurity principles into space systems.
Earlier in his career, he was CEO of Braxton
Technologies and Braxton Science & Technology
Group, organizations known for delivering
mission-critical command and control software
across national security and commercial space
programs. Frank is the founder and President

of the Space Information Sharing and Analysis
Center (Space ISAC) and serves on the Board of
Directors of Modern Technology Solutions, Inc.
(MTSI). He holds a Bachelor of Science in Electrical
Engineering with a focus in Semiconductor Physics
from the University of California, San Diego, along
with minors in Communications, Marketing, and
Computer Hardware. In 2009, he was honored with
the Ernst & Young Entrepreneur of the Year Award
for his contributions to aerospace innovation.

Jessie Hill

Jessie Hill is a final-year
Bachelor of Laws student at
Flinders University. Throughout her
studies, she volunteered with the Flinders Business
Students Association, serving as Social Officer,
Director, and later President. Within these roles,
gaining experience with the hands-on and practical
functioning of an organisation.

Alongside her academic commitments, Jessie

has also worked as a disability support worker

for the past four years, where she developed a
strong commitment to supporting others and
contributing to her community. The time
spent in support work has shaped her
approach to the law and her interest in
real world impact.

Jessie also had the opportunity to
intern at the European Space Policy
Institute through Flinders University’s
Jeff Bleich Centre for Democracy and
Disruptive Technologies as part of her

continuing studies in law. The experience was
a contributing step forward into her passion for
space policy. During her internship she contributed
to research and policy analysis focused on
European legal and political issues. Over the
coming years, she hopes to see this interest
through into further studies and work in the space
law field.
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Daniel Floreani

See “Daniel Floreani” on page 26.

Andrew Guidi

Dr Andrew Guidi is a Satellite
Engineering and Space Specialist with
Nova Systems having been with the

bachelor degree studies in Electrical

degree studies in Physics at the University
of Adelaide. After several years employed in the
telecommunications industry he then completed a
PhD in Information Technology at the Institute for
Telecommunications Research at the University of
South Australia.

For the past 20 years Andrew has worked on both
military and commercial satellite communications
systems in both Australia and the United Kingdom.
Andrew previously worked for Airbus on the UK
Skynet5 program and in the 15+ years he has been
with Nova has been involved in delivering major
Defence acquisition SATCOM projects.

Andrew has an extensive technical breadth having
been involved in the development of software
defined radio’s for Defence applications as well
as delivery of large strategic earth stations. In

one of his current roles within Nova, Andrew is
responsible for overseeing the Nova Systems
Space Precinct situated in Peterborough South
Australia.

Erin Miller
See “Erin Miller” on page 27

company for 16+ years. Andrew did his

and Electronic Engineering and bachelor

Alexander Cave

Wing Commander Alexander Cave
joined the Royal Australian Air
Force in 1999 and attended the
Australian Defence Force Academy.
He graduated in 2001 with a Bachelor
of Science (Computer Science), and after
a short posting to No 1 Squadron, completed
training as a Navigator on 118 Basic Navigator
Course at RAAF East Sale, graduating in March
2008.

Wing Commander Cave was streamed maritime
patrol, and has completed multiple postings as

a Navigator/Communicator, Tactical Coordinator
and Instructor on the AP-3C Orion at 10 Squadron
and 292 Squadron, RAAF Edinburgh. In 2010,
Wing Commander Cave was posted as a Divisional
Officer at the Australian Defence Force Academy
in Canberra, where he also completed a Master of
Arts (Strategy and Policy). Postings followed as a
Trial Manager for wide bodied aircraft (AMG/SRG
platforms) in Countermeasures Flight of the Joint
Electronic Warfare Operational Support Unit and
as a Standardisation Officer in 92 Wing Standards
Flight.

On promotion in Jan 2014, Wing Commander
Cave was Countermeasures Flight Commander in
the Joint Electronic Warfare Operational Support
Unit, where he was responsible for the Australian
Defence Force’s Airborne Countermeasures
Development and Validation Program, optimising
aircraft survivability for Australian Defence Force
aviation assets.

In January 2017, Wing Commander Cave was
selected to proceed on posting to San Antonio,
Texas as Information Warfare Liaison Officer to
the US Air Force, working with units of the USAF
Warfare Center, 24th and 25th Air Forces (now
16th Air Force (AFCYBER)). The primary role of this
position was to enhance AUS/USA collaboration
and interoperability in the areas of Intelligence,
Surveillance, Reconnaissance, Electronic Warfare
and Cyber Warfare.

On return to Australia in Jan 2020, he worked within
Air Force Ranges Directorate on development

of the Advanced Test and Training Environment
and integration of Air Force synthetic training in
Service, Joint and Coalition collective training.

In 2022, Wing Commander Cave was posted

as Deputy Director - Cyber Warfare in Air Force
Headquarters, where he was responsible for

the development of the Air Force Cyber Warfare
capability. From January 2023, Wing Commander
Cave commanded the Joint Electronic Warfare
Operational Support Unit, leading SIGINT, Mission
Data Operational Support and Air Survivability
missions for the Integrated Force.



During his career, Wing Commander Cave has
completed several deployments to Task Group
633.2 in the Middle East, flying missions over Iraq,
the Arabian Gulf and North Arabian Sea in support
of Operations SLIPPER (OEF) and CATALYST (OIF),
as well as deployments conducting maritime patrol
and surveillance in Australia and South East Asia
in support of Operations RELEX II/RESOLUTE,
GATEWAY and Search and Rescue operations.

In July 2021, Wing Commander Cave deployed to
the Middle East as Commander Air Task Group
630, conducting operations throughout the Middle
East, including Operations OKRA and AUGURY, the
evacuation of Kabul and support to UN and other
operations. In January 2025, Wing Commander
Cave commenced his current role as Deputy
Director - Space Domain Awareness Integration in
Joint Capabilities Group.

He is married to Taryn, a retired RAAF officer,
and enjoys travel, food and wine, flying,
snowboarding, scuba diving and watching
cricket and rugby union.

David Ball

David Ball is the Regional Director
Australia and New Zealand for
Lockheed Martin Space, representing
the space portfolio of capabilities and
services in the region. Prior to joining
Lockheed Martin, David was the Chief
Executive Officer of the Space Environment
Research Centre (SERC), and also held leadership
roles in the Space Industry Association of Australia
(SIAA) for more than a decade, culminating in

his tenure as Chair of the SIAA during 2020.

With over 25 years of experience in the space,
communications and defence sectors David

has spent a significant portion of his career
specialising in satellite communications and has
held senior positions with several commercial
satellite communications operators, including
Intelsat and PanAmSat. David’s previous roles
encompassed sales management, business
development, customer service engineering,
space systems design and spacecraft and launch
vehicle acquisition. David has also had significant
involvement in satellite frequency coordination
activities, spacecraft insurance placement and
capital raise processes. Earlier in his career David
was an electronics engineering officer in the

Royal Australian Air Force and was responsible

for the engineering management of Defence
communications systems with his final posting
focused on military satellite communications
systems. David holds a Bachelor of Engineering
degree (Communications Engineering), a Graduate
Diploma in Business Management and a Graduate
Diploma in Applied Finance. David is a graduate
member of the Australian Institute of Company
Directors.

Stephen Gensemer,
CSIRO Manufacturing

Dr Gensemer earned his Ph.D. in

Physics from University of Connecticut

in 2000, studying light-matter

interactions in atoms and molecules. He

worked at the National Institute of Standards

and Technology (U.S.), University of Amsterdam,

Penn State University and Sydney University before

joining CSIRO in 2013. At CSIRO he has developed

a range of sensor technologies for environmental

and agricultural uses, and manufactured precision

optical components that are used for gravitational

wave detection and in the ESA’s Solar Orbiter.

He leads the Space Optics team within CSIRO

Manufacturing, which builds custom spectral

imaging instruments for cubesats, drones, and

high altitude pseudosatellite missions. The team

is also building instruments for remote and in situ

water quality sensing (part of CSIRO’s Aquawatch

effort), agricultural monitoring, and quantum
communications.
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Atsushi Takata

Atsushi Takata serves
as the Executive Vice
President for Global
Strategy Alliance Office
at SpaceData, Inc since
September 2024. SpaceData
provides a technical platform called
PROVIDENCE, for physical Al and simulation
platforms utilizing satellite data. He is responsible
for SpaceData’s business development and
strategy planning to achieve the company’s
mission “Make Space Accessible Like the
Internet”. His career is characterized by a steadfast
commitment to fostering international partnerships,
shaping business strategies, driving innovation
in the space and defense sector, and managing
the complexities of cross-border business and
investment initiatives.

Prior to SpaceData, he worked for Kanematsu
Corporation, a prominent trade and investment
house, where he focused on program management
for the importation of high-reliability space
components and equipment while developing
strategies for new business ventures.

In September 2021, he led the
announcement of a strategic
partnership with a leading U.S.-based
space startup. This collaboration
marked the beginning of efforts

to explore the commercialization

and utilization of low Earth orbit in
preparation for the International Space
Station retirement, what so called post-
ISS, as well as the future deployment of the
next-generation winged spaceplane landing in
Japan, paving the way for innovative advancements
in space transportation.

Building on this progress, in February 2022, he
spearheaded a partnership agreement with Oita
Prefecture to assess the feasibility of establishing
a domestic landing site for the spaceplane. He
worked with both private and public stakeholders
to identify the legal framework for re-entry of
spaceplanes in Japan. He also led discussions in
Japan on post-ISS strategies from a private sector
perspective, aiming to ensure the sustainable
use of the low Earth orbit environment. As part of
this effort, he directed a JAXA's feasibility study
to develop recommendations for the commercial
space stations and their ecosystems following
the planned retirement of the International Space
Station in 2030.

In September 2023, he achieved a significant
milestone by serving as a co-lead investor in the
Series B funding round of the aforementioned
U.S.-based space startup,Sierra Space, which
successfully raised $290 million.

Melrose Brown

Associate Professor Melrose Brown is
the Director of UNSW Canberra Space
at the University of New South Wales,
where he has been a leading figure
since the centre’s establishment in 2014.

With over a decade of experience in space
engineering and research, Associate Professor
Brown’s work addresses critical issues in space
safety, security, and sustainability.

Associate Professor Brown’s research is broad and
multidisciplinary, spanning astrodynamics, space
environment modelling, proximity operations, and
the application of artificial intelligence for satellite
cyber resilience.

Since joining UNSW Canberra Space, he has
driven the design, development, and execution of
the space domain awareness mission goals for
four satellite missions, including the innovative M2
mission.

Associate Professor Brown has also developed
and led UNSW Canberra’s Space education
programs since 2018.

Craig Lawton

Principal Al/ML Specialist ANZ,
Amazon

Craig Lawton, Principal Al & Data
Technologist, Solutions Architecture,
Public Sector, Amazon Web Services,
Australia & New Zealand.

As a leading global expert in Generative and
Agentic Al, Craig Lawton uniquely simplifies
complex challenges and makes solutions
accessible. Craig brings over 20 years of
experience guiding government agencies and
enterprises through transformation.

Craig is at the forefront of the Al revolution,
shaping Australia’s approach to Sovereign Al and
national foundation model capabilities. His thought
leadership on building secure, culturally aligned

Al systems has positioned him as a key advisor

to public and private sector leaders navigating Al
strategy and governance.

A hands-on practitioner of Agentic Al and Al-
assisted development, Craig builds production
applications using multi-agent systems and coding
agents. He translates cutting-edge technical
experience into practical guidance for leaders
navigating the shift from generative Al to truly
autonomous systems.



Craig’s executive engagements include keynotes
at the CEDA Al Leadership Summit and the NSW &
Victoria Future of Government Summit, facilitated
sessions at the Police Technology Forum with
C-suite and Commissioner participants, and
sovereign Al discussions at the AWS Canberra
Symposium. A judge for the Australian Al Awards
and co-host of Building a Better Geek podcast,
his reach extends from local government forums
to international stages including the World Cities
Summit, AWS re:Invent, and Smart Cities Week
Aotearoa.

His rare combination of public and private sector
experience—including a US patent in secure edge
device communications—makes him uniquely
positioned to advise your leadership on Al
strategy and implementation.

Jason Held

Dr. Jason Held is the Chief

Executive Officer and founder of
Saber Astronautics, a global space
technology company that operates
satellites and develops mission-critical
software that in use by US Space Force
and operators worldwide. Saber works
with government and commercial
customers to fly large satellite
constellations, lead efforts in emerging
space traffic management, and

deliver software that enables reliable
decision-making in complex, high-
consequence environments.

Dr. Held has more than 26 years

of experience across civil, military, and
commercial space programs. He was previously a
Major in US Army Space Command, and deployed
for military missions. As a civilian engineer,

he wrote flight software for the Hubble Space
Telescope and testing for the International Space
Station. He has lectured for the International Space
University, the University of New South Wales,

and the IRS Space Station Design Workshop;

led a research expedition in the high Canadian
Arctic; and founded multiple technology and
entrepreneurship initiatives, including innovation
hubs, startup accelerators, and the University of
Sydney Space Engineering laboratory.

In 2016, Dr. Held was appointed to the Expert
Reference Group that designed the Australian
Space Agency, contributing to its establishment
in 2019. His work is driven by a commitment to
lowering barriers to entry in the space industry,
building sustainable industrial capability, and
enabling international collaboration and trade.

Darren Jones

Group Captain Darren Jones
commissioned as an Aerospace
Engineering Officer in the Royal
Australian Air Force in 1995 and
completed an Electronic and
Communications Engineering degree at
RMIT in 2001.

Darren worked in the Electronic Warfare, Counter
IED and Radar warning domains in the early 2000s
before serving the 453rd Cyber warfare squadron
with the USAF from 2006 to 2010.

Darren was appointed Commanding Officer

of the Jindalee Over the Horizon Radar

system within the Systems Program
Office in 2015 and then worked as the
senior engineer at 92 Wing, providing
engineering support for the P-8A
Poseidon fleet based out of Adelaide.
In 2022, Darren was assigned the
Director Space Domain Awareness
within Space Command and he
currently works as the Defence Liaison
Officer embedded in the Australian
Space Agency.

Jill Slay

Professor Jill Slay is the AU SmartSat
Co-operative Research Centre
Professorial Chair in Cybersecurity.
Her work focuses on the context
of supporting development of a
holistic national technical agenda in
satellite cybersecurity and resilience with
Government, Defence and Defence Industry.
She is Vice Chair of the IEEE P3349 - Space
System Cybersecurity Working Group which is
developing technical standards in space systems
cybersecurity.

—J
w
S
al
a
2
@)
O
w
Wn

Previous appointments have included Optus
Chair in Cybersecurity at La Trobe University
from 2018-2020 and Founding Director of the
UNSW Australian Centre for Cyber Security at the
Australian Defence Force Academy from 2014-
2018.

She has twenty-five years of university cross
-disciplinary cyber security curriculum and
research development after establishing herself as
a cyber security academic drawing on engineering,
ICT and systems security. In a technical context,
she was ranked as being in the top 2% of scientists
in the world in Artificial Intelligence, ICT Networking
and Telecommunications sub field (each year since
2019).
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Kate Kitagawa

See “Kate Kitagawa” on page 28

Shane (Buzz) Sarlin

Buzz Sarlin is Group Chief of Strategy and Operations at
Egress Space, an Australian space industry start up advancing
sovereign capabilities in microgravity commerce, space
manufactured fibre optics, and orbital compute innovation.

He also serves as a Director and Chair of the Audit and Risk
Committee on the AIDN National Board, where he leads
advocacy, education, and engagement for more than 700
Australian Defence Industry members, with a strong focus on
DISP compliance and cybersecurity uplift.

With extensive experience as a defence and space business
owner, senior Defence Industry advisor, and space sector
executive, Buzz is deeply committed to helping organisations
strengthen cyber resilience across Australia’s defence and
space ecosystems.

Matt Warren
See “Matt Warren” on page 28

Cameron Porter

See “Cameron Porter” on page 29



Rodrigo Praino
See “Rodrigo Praino” on page 28

Julie Wadham

Julie Wadham has over two decades of experience working
with government and industry in the national security domain.
Currently the Director at the Australian Cyber Security Centre
in Adelaide, Julie works closely with government, industry, and
academic partners to address cyber security challenges and
foster industry growth.

Nicola Sasanelli

Nicola graduated from the University of Bari, Italy with a
degree in Electronic Engineering. He started his career as a
researcher in microelectronics high-reliability components
before being appointed as Scientific Attaché at the Embassy
of Italy in Canberra from 2001 to 2008. In 2009, Nicola joined
the South Australian Government as a Special Envoy for higher
education research and technology transfer to Europe and
later became Director for International R&D Collaborations.

In September 2017 the South Australian Space Industry
Centre was established with Nicola as Director. In 2019 he
was instrumental in establishing the SmartSat Cooperative
Research Centre and in 2020 he founded, and for about three
years was the CEO of the Andy Thomas Space Foundation.

In January 2023 he established the ‘Agora High-Tech’ and

is now the current Chairman. ‘Agora High-Tech’ is a private
consultancy company focused on enhancing collaborations
and encouraging networking which aim to bring a significant
advantage to the innovation processes.
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Defence-grade cyber security protecting your organisation's

internal and customer information.

6

s

Solutions Services
Vulnerability Management Program ..//"'“'-\___ Vulnerability Assessment
Compliance Management Program B Penetration Testing
Defence Authority to Operate Governance, Risk & Compliance
Space Systems Services CISO as a Service
Secure Al Monitored Systems Security Architecture

Hardware Testing
Simulation & Training

Spacelab

Lot Fourteen

Adelaide SA 5000
www.CyberOps.com.au 1300 100 377
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Al . RA Agora High Tech Pty Ltd

HIGH / TECH AL ADL Contact: Nicola Sasanelli AM
7 agora-hightech.com.au

o% info@agora-hightech.com.au

Agora High-Tech is a private company founded by Nicola Sasanelli who has extensive experience in
developing territorial ecosystems within high technology sectors. In the knowledge economy, innovation is
the cornerstone of competitiveness. In the technological sector, it’s crucial for all main stakeholders to find
a robust ecosystem that fosters collaboration and information exchange. An ecosystem where all research
organisations (including universities) can promote the commercialisation of research results and technology
providers and end users can highlight what they need to innovate their products and services. Agora High-
Tech is committed to developing dynamic platforms across diverse technology sectors, bringing together
key stakeholders to promote technology transfer and the cultivation of skills and expertise. This process is
crucial for enabling the nation to maintain autonomous control over its products and services.

CyberOps Pty Ltd

(8] Contact: Daniel Floreani

PS L

.

E Y
CyberOps is a specialist products and services company operating in the Defence, Space and Cybersecurity
industries within Australia and internationally. We provide services to assist organisations navigate through
today’s security, regulatory and operational challenges, by providing governance, risk and business
operations and technical advice. This includes defence readiness reviews supporting businesses working
with defence, undertaking cyber/business resilience assessments, developing virtual operational cyber
ranges and satellite tracking networks. CyberOps has developed a range of Space Cyber testing, training,
simulation and regulatory products, including the Australian Space Cyber Framework (SCF). These
capabilities enable participants in the space ecosystem to assess their security practices and products
against established standards, and upskill their staff thereby strengthening the ecosystem’s cyber security
posture. CyberOps has also developed a Space Domain Awareness (SDA) solution “SpacelQ” that tasks and

manages a national network of Passive RF sensors. SpacelQ has been trialled in local and international SDA
events, demonstrating the benefits of Passive RF to mission system operators.

¥ Jb

cyberops.com.au
daniel@cyberops.com.au

Flinders University and JBC

©=
()]

=T
) | 1?‘-'3.-‘ 0 Contact: Professor Rodrigo Praino
Flinders Jeff Bleich Centre ’ flinders.edu.au/jeff-bleich-centre
. . for Democracy and
UanerSlty Disruptive Technologies

=

The Jeff Bleich Centre for Democracy and Disruptive Technologies (JBC) at Flinders University is a
leading research centre focused on strengthening democratic institutions and addressing the challenges
and opportunities created by disruptive technologies. Named after former United States Ambassador to
Australia Jeffrey Bleich, the Centre brings together experts from across disciplines to examine how emerging
technologies influence governance, national security, public trust, political behaviour, and social cohesion.

JBC is recognised as an expert voice on how to strengthen the core values and institutions of democratic
societies in a world where technology constantly disrupts the status quo.

Through research, policy engagement, public events, and international collaborations, the Centre develops
practical, evidence-based solutions to complex global challenges. Its work spans democracy and human
rights, digital misinformation, online extremism, defence and space policy, and technology governance. The
Centre is committed to producing accessible, non-partisan research that supports democratic resilience
and informed public debate in an increasingly digital world.
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RMIT CCSRI | . RMIT

rmit.edu.au/research/centres-collaborations/ -?r&"""i UNIVERSITY

cyber-security-research-innovation

The mission of the RMIT University Centre for Cyber Security Research and Innovation (CCSRI) is to be a
world-class centre in multi-disciplinary cyber security research.

Our success is underpinned by strategic and strong partnerships with industry and research organisations
such as with the Sir Lawrence Wackett Defence and Aerospace Centre, and a robust Cyber Industry
Advisory Board comprising cyber professionals and executives who guide both our research direction and
engagement strategies.

Looking ahead, CCSRI’s focus will extend to securing emerging domains such as Al security and privacy,
quantum computing, and critical infrastructure, while addressing human factors, governance, and resilience
in complex digital ecosystems.

We will continue to drive impactful, cross-disciplinary collaborations that translate rigorous research into
deployable solutions, shaping cyber policy and practice both nationally and internationally. Above all, CCSRI

aims to play a pivotal role in developing the knowledge, technologies, and a skilled workforce to safeguard
Australia’s digital future.

Egress Space E G R E s s
O
Egress Space was founded to address the challenge of frequent and reliable downmass return from space

and is developing technology spanning launch preparation, mission execution, data collection, and the safe
and efficient return of payloads to accelerate commercially viable microgravity manufacturing.

egress.space [m]p

contact@egress.space

This unique environment is driving significant investment and innovation, positioning space-based
manufacturing as a multi-billion-dollar opportunity in the coming decade, and Egress Space is focused on
making the benefits of space and microgravity manufacturing available to the broader industry.

Another emerging capability Egress is focused on is designed to reshape the cyber and space domains
through an on-demand, air-launched Low Earth Orbit (LEO) solution. This approach disrupts traditional
launch cadence assumptions through rapid deployment of mission-specific CubeSats when and where they
are needed. Rather than relying solely on pre-positioned constellations, this service will enable Australia to
think in terms of responsive space augmentation, a capability that mirrors the agility already expected in
cyber operations.

Saab Australia

Saab Australia (Saab) is a leading provider of defence, civil and security solutions with an enduring purpose
to keep people and society safe.

Established in 1988, Saab combines global expertise with local knowledge to deliver an extensive portfolio,
comprising naval combat systems, space domain awareness, space control, cyber solutions, advanced
weapon systems, ground-based air defence, deployable health and infrastructure, tactical communications,
air traffic management, and civil security.


https://www.rmit.edu.au/research/centres-collaborations/
https://egress.space
mailto:contact@egress.space
https://www.saab.com/markets/australia

Lockheed Martin Australia
LOCKHEED MART’N//; = ; ‘LD! lockheedmartin.com/en-au/

AUSTRALIA

Lockheed Martin Australia is engaged in the development, integration and sustainment of cutting-edge
defence technologies. Our capabilities span all domains from space to undersea and bolster the Australian
Defence Force’s ability to operate in highly contested environments. Front-line capabilities include the F-35
and Aegis combat system, joint all domain battle management, resilient and agile space capabilities, long
range strike systems, and advanced training, sustainment and logistical solutions, including rotary aircraft
and medium air mobility platforms. Lockheed Martin Australia has a deep commitment to Australian industry,
and a vision centred on building long-term stewardship, while ensuring a high-degree of interoperability and
connectivity with allies and partners.

LOCKHEED MARTIN 2
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RMIT Centre for Cyber Security Research and Innovation

CCSRIl is a world-class centre in multi-disciplinary cyber security
research, training and innovation, with a track record of
collaborating with industry, government and academia.

OUR RESEARCH FOCUS

CCSRI takes a multi-disciplinary approach to
cyber security, combining technical research
with the human, regulatory and organisational
challenges that shape national resilience.

Our research spans governance, risk and
compliance; defence and national security;
critical infrastructure; cyber workforce

and smart futures and Al. This breadth
ensures our research addresses both immediate
and broader challenges in cyber security,
translating rigorous research into deployable
solutions for Australia's digital future.

WHO WE WORK WITH

Industry:

« Australian Information Security Association
« Australian Women in Security Network

+ Australian Cyber Collaboration Centre

« Australian Computer Society

- AWS

» Cynch

+ JAS-ANZ

* Novatti

+ Palo Alto Networks

« Victorian Chamber of Commerce & Industry

@l,

GOVERNAMNCE, RISK
& COMPLIANCE
Digital Finance
Governance & Risk
Policy & Legal

DEFENCE &
NATIONAL SECURITY

ORGANISATIONAL

Information Warfare
Hybrid Threats

CRITICAL
INFRASTRUCTURE

Defence Policy
AL
Lsaa
CYBER
WORKFORCE
Cyber Diversity

TECHNOLOGY
Cyber Safety

Training & Skills ﬁ%

ARTIFICIAL INTELLIGENCE (A}
& SMART FUTURES
1oT & Related Technologies
Advanced Manufacturing
Urban Cyber Security

Maritime Supply Chain
Urban Cyber Security
Energy Cyber Security

Government:

+ Australian Army

« Australian Signals Directorate

+ Department of Defence

+ Department of Foreign Affairs & Trade
+ Department of Industry, Science & Resources
+ eSafety Commissioner

+ TEQSA

« Victoria State Government

+ NSW Government

+ UNODC

« Crime Stoppers International

% ccsri@rmit.edu.au

Centre for Cyber Security
Research and Innovation

UNIVERSITY




Defence SA

. W enquiries@defencesa.com

2F

South Australia is at the forefront of the nation’s defence industry, boasting cutting-edge capabilities across
all domains — maritime, aerospace, land, space and cyber.

Renowned for its innovation, world-class research and advanced manufacturing capabilities, the state is
home to a thriving network of primes and SMEs, dedicated defence precincts and critical Defence training,
test and evaluation ranges.

Defence SA is the South Australian Government’s lead agency for defence and space. A central point of
contact across for all defence stakeholders, the agency drives opportunities to increase local industry
participation in national and international defence supply chains and ensure state-of-the-art infrastructure
and a highly-skilled, industry-ready workforce is in place to support the delivery of major Defence projects.

South Australia is building the Defence capabilities Australia needs now and into the future.

Department of State Development

Government of South Australia
Department of State Development statedevelopment.sa.gov.au/

),

ST
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The Department of State Development helps the people and businesses who power our economy by opening
doors to new export markets and investment opportunities, driving innovation, strengthening industry
capability, connecting suppliers with projects, and building a skilled workforce. Recognising the enormous
economic opportunity of the cyber security sector, the department is building South Australia’s cyber
capability, fostering innovation and commercialisation, and strengthening the state’s position as a security
partner of choice.

Serafino Wines

SERAFINO _,:- T serafinowines.com.au/

Set on sprawling lakeside grounds, Serafino Wines, a family owned business since 1972, is located in the
heart of the Fleurieu Peninsula, nestled between the sea and the hills. Serafino Wines has developed a
reputation as one of Australia’s most respected wineries and leading producers of Italian style red wines.
Our brand portfolio — Serafino Terremoto, Serafino Sharktooth, Serafino Black label, Bellissimo and Goose
Island. If the ‘vines by the sea’ vibe of the region hasn’t already charmed, then the incredibly scenic setting
for the Serafino Cellar door, Restaurant, Accommodation, Conferences facilities, Serafino major events and
experiences and Function Centre surely will — swathes of gum trees, animal life, the rustic-meets-modern
charm of the winery buildings and of course the all important vineyard vistas, all conspire for an outstanding
visit to one of the region’s major wine producers. Serafino — more than just a Winery - it’s a Destination.
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Jeff Bleich Centre
for Democracy and

Flinders ‘
Disruptive Technologies

N>/ University

An expert voice on how to strengthen the core values
and institutions of democratic societies in a world
where technology constantly disrupts the status quo.

OUR RESEARCH AREAS

L

| ]

[ ]

Democracy, Al, Social Media
Participation & & Disruptive
Human Rights Technologies

VIENNA SPACE INTERNSHIP

new generation of researcher$'and b"uilding
capacity in Australia within areas of vital
importance for our democracy.

This includes opportunities such as the

Vienna Space Internship which takes : LEARN MORE
students on a.6-week long program with ; ABOUT THE JBC
the European Space Policy Institute (ESPI). i

“Space, cyber and democracy are deeply
connected. The Jeff Bleich Centre wants to
push the boundaries of exploration and
innovation, while also safeguarding truth,
security, and freedom”™

Professor Rodrigo Praino
Centre Director




Robinson Aerospace Systems

ROBINSON ey robinson-aerospace.com/

AEROSPACE SYSTEMS

Robinson Aerospace develops hands-on satellite systems for education, research, cyber security, and
workforce training.

Our flagship platform, RASCube, enables users to build, operate, and analyse real satellite systems and
telemetry in a safe, classroom-ready environment. Combining flight-inspired hardware, mission control
software, communications systems, and curriculum resources, RASCube is designed to bridge the gap
between theory and practical space operations.

Originally developed for schools, the platform is increasingly being adopted for university engineering
programs, cyber and communications training, defence workforce development, and rapid prototyping
applications. RASCube allows students, researchers, and organisations to simulate real mission workflows,
analyse live sensor and communications data, and develop practical skills in satellite systems, radio
communications, embedded systems, and space-domain operations.

Robinson Aerospace has delivered more than 1500 RASCube kits across 16 countries and continues to
expand across education, industry, and defence sectors.”

The Australian Information Warfare Alliance (AIWA)

"7 Y Australian -
/\ Information aiwalliance.com.au/

\ Warfare
=\ Alliance

Information Warfare is increasingly transcending traditional battlespaces to influence and exploit people and
communities. The Australian Information Warfare Alliance (AIWA) is Australia’s only sovereign consortium
that provides Defence with a complete end-to-end solution within the Information Warfare domain, including
expert support, training services and innovative capability solutions.

Founded in 2023 by four Australian owned companies with Information Warfare capability - CyberOps,
DEWC Services, Elysium EPL and the School of Information Operations (SOIO).

As a collective, the AIWA provides the Australian Defence Industry, the ADF and its partners with completely
sovereign professional services, training, product development, research and development, manufacturing,
and sustainment solutions that span the Defence capability life cycle (pertaining to Information Warfare).

Individually, each AIWA company brings existing collaborative relationships with other entities to the table,
allowing the Alliance to adapt and evolve to the changing needs of both the Commonwealth and State
Governments.
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